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I. SOBRE O NATO-INDUSTRY FORUM 2018 
 

O NATO-Industry Forum 2018 (NIF18) decorreu na Alemanha com o alto 

patrocinio do Secretário-Geral da NATO e coorganizado pelo NATO Allied 

Command Transformation e o Secretário-Geral Adjunto para o Investimento em 

Defesa. 

O NIF18 teve como pano de fundo um ambiente de segurança incerto e 

complexo, em que os rápidos avanços tecnológicos revelaram novas fronteiras 

de segurança e expuseram a Aliança a ameaças crescentes de atores estatais e 

não estatais.  

Este encontro de dois dias pretendeu fomentar o debate aprofundado sobre os 

requisitos de capacidades da NATO e o seu desenvolvimento de capacidades. 

Neste contexto o NIF18 incidiu sobre o tema da Inovação e das Tecnologias 

Emergentes e Disruptivas.  

As sessões contaram com a presença e participação do Secretário-Geral da 

NATO, Jens Stoltenberg, o Comandante no NATO Allied Command 

Transformation, General André Lanata, o Secretário de Estado da Defesa da 

Alemanha, Benedikt Zimmer, a Comissária da União Europeia para o Mercado 

Interno, Indústria, Empreendedorismo e PME’s, Elzbieta Bienkowska, 

representantes da Indústrias de Defesa dos países membros da Aliança, entre 

outros. 

O NIF18 foi uma oportunidade para a indústria partilhar conceitos, visões e 

estratégias no âmbito da Defesa e da NATO. 

A realização deste encontro teve lugar apenas 4 meses após a Cimeira da NATO 

em Bruxelas, na qual os aliados reafirmaram o seu compromisso em manter a 

vantagem tecnológica da Aliança Atlântica através da inovação e do reforço das 

relações com a indústria. 

“Our ability to meet the challenges of a changing security environment is 

underpinned by na array of robust, sophisticated, and evolving capabilities 

across all domains, including heavier, more high-end, fully-supported and 

deployable, sustainable, and interoperable forces and capabilities that are held 

at high readiness to perform the whole range of Alliance tasks and missions. We 

will further develop our partnership with industry and academia from all Allies to 

keep pace with technological advances through innovation.” -Brussels Summit 

Declaration, Para. 31 
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II. TEMAS DISCUTIDOS NO NIF18 

II. a) Logistics & Sustainment 
 

The enablement of the Supreme Allied Commander Europe’s (SACEUR) Area of 

Responsibility (AOR) is critical to the success of future operations to act quickly in the 

event of a crisis as emphasized in the Brussels Declaration in July 2018. The Supreme 

Allied Commander Transformation (SACT) is currently working with stakeholders to 

improve resiliency for infrastructure and Host Nation Support (HNS). The commander 

also requires operationally agile tools to make informed decisions in a rapid and 

condensed planning cycle that requires shared awareness to visualize operations. 

Additionally, these systems must remain persistent despite cyber threats and hardware 

failure. The following topics will be examined during this session:      

 Enablement of SACEUR: Border Crossing and Readiness reporting needs to be 

streamlined within the alliance to enable employment and freedom of action for 

the 30 major naval combatants, 30 heavy or medium manoeuver battalions and 

30 kinetic air squadrons, with enabling forces, at 30 days readiness or less 

(30/30/30/30).  

 

 Resilient Infrastructure & Host Nation Support: A redundant infrastructure is 

required to ensure basic necessities remain available to conduct operations. 

These essential functions are made up of power, communications, ports, and 

water. It is also vital to address the needs of the national population and 

displaced individuals. 

 

 Shared Awareness: As a commander your primary function is to visualize the 

battlefield and all logistics involved, so that you can describe what needs to be 

done and direct operations. A shared awareness allows you the ability to see 

what is going on and run modelling and simulations to assist in making better 

decisions and anticipating second and third order effects. 

 

 Operational Agility & Persistent Systems: The supporting systems must be 

modular, deployable, adaptable and interoperable with nations and industry 

ready to use Artificial Intelligence to aggregate information that remain functional 

24/7, even during cyber and hardware anomalies.  

The way countries provide logistical support to their formations continue to evolve as 

resources become more constrained. Germany implemented a new approach to 

logistical support that has shifted the paradigm away from organic support and rare 

leveraging contractors to support military operations by contracting of 100 percent of 

their logistical requirements for the Battle Group supporting the enhanced forward 

presence in Europe. 
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II. b) Enhancing Military “Decision-Making” 

 

 

Our dynamic, complex and globally interconnected, all domain security environment, 

requires NATO to adapt its political and military strategic level decision making so that it 

is continuous and able to, rapidly respond to the challenges of all 3 core tasks 

simultaneously. However, the current central decision making process at both the 

political and military strategic level is Crisis Response, optimised for discrete, operational 

activity involving military forces conducting activity in the physical environment. 

Therefore, the decision making processes must be considered for adaptation to meet 

today’s challenges of hybrid warfare. 

With this in mind, the Information age and advances in technology also provide 

opportunities that could force changes to NATO’s decision making process. The ideas 

behind the change have been grouped into 4 Themes for this NIF as follows: Connected 

to these themes is the role that Modelling and Simulation can have, particularly that of 

modelling human and population behaviours in a predictive sense to enhance both the 

sense making and planning functions. 

 

Imagem 1:The 4 Themes of COTC Syndicates and their relationship between them. 
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II. c) Disruptive Technologies 

 

In the business domain, disruptive innovations create a new market and value network 

and eventually disrupt an existing market and value network, displacing established 

market leading firms, products, alliances and business models. Correspondingly, 

disruptive technologies in the military domain enable new concepts and capabilities, shift 

the operational balance, and negate or disrupt existing capabilities. In today’s 

environment, these technologies are generally being heavily driven by commercial 

investments and interests, but clearly must be leveraged to meet military capability 

requirements and minimize vulnerability to potential threats. 

There are a variety of lists of disruptive technologies forecast to reshape our day to day 

lives and/or our future defence and security environment. Some of those that appear on 

many such lists include: autonomy; artificial intelligence; hypervelocity/ hypersonic; 

quantum technologies; nano-/bio-technologies; meta-materials; and human 

performance enhancement. 

During this breakout session, we will address a number of aspects of this list. 

1- Is this a credible list of what you see as (potentially) disruptive technologies? Is there 

something on the list that you would delete (e.g., it does not appear to satisfy the 

criteria)? Is/are there one or more technologies that you would add? What are some of 

the key applications and impacts that you expect to see from these technologies? 

2- How do you, as an industry partner, see your role in promoting/exploiting such 

technologies? Do you partner with government or academia pursuing research in these 

areas? Do you have a plan for incorporating them into existing or future systems? Are 

you pursuing (in-house) corporate R&D to develop potential products? 

3- Many of these technologies are being pursued for commercial purposes (vice defence 

specific applications). What is your investment strategy vis-à-vis these technologies? Do 

you pursue specific partnerships with leading commercial firms? Do you work with them 

to adapt/shape the technology to meet defence needs? Do you pursue independent R&D 

on defence applications? 

4- Given the competitive market and the life cycle for commercial technology 

introduction/updates, how can defence industry keep pace with technology advances 

and effectively introduce them into military systems in a timely fashion? 

5- Finally, Allied Command Transformation has embarked on an effort to develop a 

Disruptive Technologies Roadmap. What would you want to see in such a Roadmap? 

Would this be a product of use/interest for you? More generally, what role do you see 

NATO playing in the disruptive technology space? 
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II. d) Autonomy 
 

Within the realm of civilian and military technology, systems with autonomous functions 

and capacities are quickly maturing and evolving. Autonomy represents an opportunity 

for NATO to mitigate the operational and economic challenges associated with manned 

systems by facilitating new approaches to readiness, precision, persistence and reach. 

Autonomous solutions have the potential to play a key role in numerous military 

capability areas such as: C2, logistics, force protection and cyberspace. At the forefront 

of NATO capability requirements, NATO Allied Command Transformation (ACT) 

recognises the importance of close cooperation with the industry in harnessing 

autonomous solutions that facilitate the future of NATO’s capabilities. Industries 

perspectives on technological trends, interoperability challenges, risks, constraints and 

limits of the emerging technologies add value to the security of the Alliance. 

ACT Autonomy Programme 

In 2017, ACT initiated the Autonomy Programme to understand the opportunities and 

challenges presented by Autonomy, and to establish a framework for the coherent 

development of autonomous solutions throughout NATO’s capability development 

process. To achieve this, the Programme focuses on the standardisation of concepts, 

doctrine and procedures; Command, Control, Intelligence, Surveillance and 

Reconnaissance (C2ISR); Education Training Exercise and Evaluation (ETEE); counter 

operations and protection; ethics and abidance with international law. 

The ideal end state foresees best practices to the development and use of autonomous 

solutions in place across NATO’s operational domains: air, land, maritime, cyberspace 

and space. Furthermore, success implies that NATO Directives and Policies related to 

Autonomy are compliant with the Laws of Armed Conflict (LOAC) and principles for 

interoperability are well established across NATO members and with partners. 

NATO acknowledges industry’s steadfast role in contributing to the understanding and 

integration of Autonomy capabilities in future Alliance operations. An ongoing study 

included in the Programme examines industry’s perception of NATO’s capability and 

procedural gaps in terms of NATO’s ambition of acquiring and employing autonomous 

solutions, and the perceived impact that Autonomy has on the future of NATO planning 

and operations. NATO turns to industry to learn how it can best prepare to harness 

autonomous solutions and the implications that such technologies will have on NATO’s 

ability to meet its future challenges. 
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II. e) Innovation and Disruptive Technologies 

 

Disruptive Technologies in a Multi-Domain Security Environment 

In today’s security environment, NATO faces simultaneous challenges across all four of 

the Alliance’s recognized operational domains – land, air, maritime and cyberspace. The 

asymmetrical effect of warfare today has been amplified by the rapid tempo of 

technological advancement and the availability of diverse technologies to aggressors 

who seek to test our ability to protect NATO populations, territories and core values. The 

immense speed at which state and non-state aggressors have proven to develop these 

tactics implies that the Alliance faces the risk of falling behind on key capabilities in 

decisive military areas. Sustainable partnerships with industry are crucial for the Alliance 

to conform to today’s pace of modernization. NATO’s relationship with industry is key to 

its ambitions of harnessing emerging and disruptive technologies. 

NATO is pursuing disruptive technologies to maintain a technological edge in today’s 

multi-domain security environment. The process of integrating such technologies a 

artificial intelligence (AI), big data analytics and blockchain systems into the Alliance’s 

operations and mission requires steadfast collaboration with those at the forefront of 

technological progress. The diversity of technologies utilized in modern day warfare 

suggests the importance of including both traditional and non-traditional defence 

industries in NATO’s capability partnerships. By exploring the art-of-the possible 

together, the Alliance and industry can work in unison to respond more rapidly and 

effectively to emerging crises and conflicts. 

This panel explores the types of technologies and business models required to compete 

in a complex, multi-domain security environment. It will analyse how NATO and industry 

are adapting to today’s rapid speed of innovation, and how industry’s adaptation and 

challenges impact and drive change in NATO. As technological advancements determine 

the evolution of the security environment, NATO is working to harness sustainable 

disruptive technologies that will maintain the Alliance’s technological edge. Enduring 

collaboration with industry, research establishments and like-minded institutions, such 

as the European Union, will be key to the longevity of the Alliance’s relevance in a 

technological world. 

NATO Adaptation in the Process of Harnessing Disruptive Technologies 

In this increasingly complex security environment, NATO has initiated several 

modernization efforts to ensure that its Headquarters and Command Structures are fit 

for purpose when confronted with future crisis or enduring conflict. Strengthening 

NATO’s 360-degree approach to security across all operational domains – land, air, 

maritime and cyberspace - will reveal new capability priorities and an increased need for 

interoperability. 

NATO’s evolution foreshadows an increased demand on industry and partners to 

contribute to the Alliance’s effectiveness and strength. Already, Allied Command 

Transformation (ACT) has adjusted its internal structure to better foster partnerships 

and manage capability development from cradle to grave, establishing clarity and 

guidance on NATO’s capability requirements. Furthermore, the Supreme Allied 

Commander Transformation (SACT) launched an ‘Emerging and Disruptive Technologies 
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Roadmap,’ to steer NATO’s exploitation of disruptive technologies, gain a better 

understanding of the risks and opportunities associated with disruptive technologies, 

and set the conditions by which NATO should adapt. 

Designing an Innovative Business Model for the Future 

Defence capabilities are moving from reliance on classic infrastructure to complex, 

technology-packed architectures that require frequent upgrades, reconfiguration and 

adaptation in rhythm with demand. As NATO pursues a 360-degree approach to the 

Alliance’s security, the technological solutions introduced to NATO’s capability inventory 

will need to be interoperable by design and sustainable to support the Alliance’s 

readiness. NATO’s adaptation, agreed to by leaders at the 2018 Brussels Summit, is an 

opportunity for the Alliance to design a sustainable business model that meets the 

demands for interoperable and rapid solutions and allows for the incorporation of 

disruptive technologies and innovative solutions into the Alliance’s processes, 

procedures and operations. 

NATO’s support missions, exercises and internal operations must sustain pace with 

today’s technological advancements. Disruptive technologies will inevitably cause the 

Alliance to evolve, bringing changes to NATO’s business model. Industry is best poised 

to inform the Alliance’s transformation, having done it themselves to remain profitable 

in rapidly evolving defence markets. Given the broad range of technologies utilized in 

modern warfare, NATO aspires to diversify its network with industry to include those 

external to the defence market. For this network to prove fruitful, non-traditional defence 

industries must find common ground with the Alliance. 

Sustainable Partnership and Innovation 

NATO remains determined to defend its territory and protect its populations. The 

Alliance aspires to apply disruptive technologies and innovative solutions to collective 

defence, crisis management, and cooperative security. With growing responsibility on a 

360-degree front, NATO seeks to apply the latest advancements in technology to all of 

its operational domains. At the 2018 Brussels Summit, NATO leaders declared their 

commitment to “further develop the Alliance’s partnership with industry and academia 

to keep pace with technological advances through innovation.”1 This includes 

partnership with industry in the development of interoperable solutions to, for instance, 

enable SACEUR’s Area of Responsibility, improve logistics, and enhance decision making. 

Together with industry, NATO can achieve interoperability, develop capabilities at the 

speed of relevance, and deliver effect in a multi-domain security environment. With its 

ongoing adaptations, the Alliance has been given an opportunity to tackle impediments 

in policy and procedures that stifle productive partnerships and hinder common, 

innovative capability development. By learning from its network of traditional and non-

traditional industries, including industries in the civilian domain, the Alliance can develop 

new strategies that will foster the Alliance’s adaptation and support the sustainable 

exploitation of disruptive technologies to assure that the Alliance remains ahead of the 

curve. 

  



  
    
 

 
  
 

Página 10 de 14 
.  

 

 

DOCUMENTO INFORMATIVO PARA AS ENTIDADES DA 

BASE TECNOLÓGICA E INDUSTRIAL DE DEFESA 

II. f) Trans-Atlantic Policies and Strategies for 21st Century Capabilities 

 

New policies and strategies 

Policies and regulations are fundamental for businesses to thrive. They are reactive to 

the evolutions of their subject matter, as is the case of Artificial Intelligence (AI) and 

technologies generically named ‘emerging’ or ‘disruptive’. Across the Atlantic, policies 

and regulations that steer the European and American defence industrial bases differ. 

While the American defence market is regulated federally, the European defence sector 

is regulated at the national level. New policies proposed by the European Union (EU) 

provide incentives to integrate the relatively fragmented European defence market. 

In a globalised world, the impact of an organization’s policies has the possibility to ripple 

far beyond national boundaries, whether intentionally or not. The introduction of the EU 

Permanent Structured Cooperation (PESCO), for example, divided Allies at the Munich 

Security Conference in February 2018, as it drew into question the potential protectionist 

motives of the policy. While it remains clear that the PESCO initiative is not meant to 

duplicate NATO initiatives and that the EU and NATO will work together to develop 

capabilities, the pressure applied by U.S. President Donald Trump at the 2018 NATO 

Summit in Brussels on Allies to increase defence spending within the year seems to be 

turning the tide within Europe on Allies’ industrial reliance on US defence suppliers. With 

a risk to European and American defence collaboration, concerns about NATO’s 

interoperability and innovation loom. 

NATO capabilities are not developed in isolation. NATO and the EU are often mentioned 

together, “two unique and essential partners”. NATO and EU are not only unique, but 

also complementary: they share 22 Members; both are force multipliers, and drivers in 

fostering and coordinating Nations’ investments; they have a single set of forces; and 

both are faced with similar threats. NATO capabilities are developed in coordination with 

those of the EU, and there is a close sharing of information regarding the defence 

planning of the two organisations aimed at avoiding duplications and ensuring 

coherence. Closer NATO-EU cooperation and complementarity is crucial: more than 90% 

of the people living in EU countries live also in a NATO country. 

Recent initiatives on both sides of the Atlantic indicate steps being taken to foster 

innovation through the creation of new strategies and the upgrade of existing policies. 

The launch of the European Defence Fund and Permanent Structured Cooperation 

(PESCO) are examples of initiatives that the EU has taken toward innovation and the 

development of critical capabilities. The new National Security Strategy, the updates to 

the Conventional Arms Transfer policy, and Foreign Investment Risk Review 

Modernization Act (FIRRMA) are similar examples within the US. Such initiatives are 

expected to facilitate programs, and lead to increased access to financial resources and 

markets for the defence industrial base. 

Innovation 

At the NATO Summit in Wales, Allies agreed, as part of the Defence Investment Pledge, 

that 20% of a nation’s defence budget should be allocated to “major new equipment, 

including related Research & Development (R&D).” With more funding available for R&D, 

NATO plans to foster innovation to maintain technological edge in a complex security 
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environment. At the Brussels Summit this year, NATO leaders declared: “We will continue 

to foster innovation to maintain our technological edge” and “we will further develop our 

partnership with industry and academia from all Allies to keep pace with technological 

advances through innovation.” Indeed, the Alliance’s innovation is a product of 

collaboration between Allies and NATO partners, such as industry and the EU. 

In May of this year, the European Commission communicated its guidelines for the 

establishment of a policy framework intended to strategically direct procurement to 

support innovative solutions. The EU’s Guidance on Innovation Procurement was 

adopted in the context of “A renewed European Agenda for Research and Innovation – 

Europe’s chance to shape its technological leadership.” Renewed policy coupled with 

such initiatives as the European Defence Fund (EDF) have the potential to make the EU 

one of the biggest investors in defence research and technology in Europe. For NATO, 

this is expected to assist with the development of new military capabilities, improve 

cooperation and reduce duplication, as well as to offer new opportunities for investing 

the additional financial resources resulting from the implementation of the Defence 

Investment Pledge. 

The 2018 EDF, among other innovative initiatives from the EU, are viewed as efforts to 

lead to European strategic autonomy, and implicitly reduce the reliance on US defence 

industry. Indeed, the EDF could be viewed as Europe’s belated response to the US Third 

Offset Strategy, with which the US set the parameters of the future capabilities, including 

human machine teaming, autonomy, AI, and big-data. To strengthen the European 

defence industrial base, the EDF, for example, intends to stimulate nations to engage in 

collaborative programmes that lead to industrial cooperation, which in turn should 

increase competition, strengthen the EU defence market, and reduce fragmentation. A 

stronger and collaborative European industrial base would represent a strengthened 

European pillar for NATO’s capability development, and interoperability. As stated in the 

2014 Wales Summit Declaration, “a strong defence industry across the Alliance, 

including a stronger defence industry in Europe and greater defence industrial 

cooperation within Europe and across the Atlantic, remains essential for delivering the 

required capabilities.” 

NATO-Industry Forum 2018 

NATO Allies rely on competitive defence and security industries. Industry drives, and also 

benefits from, technological advances, regardless if they are disruptive or non-

disruptive. Strategic guidance and coherent decisions, made by nations individually and 

by the EU and/or NATO, are therefore critical to long-term industrial projections, 

regulatory frameworks and industrial and innovation policies. NATO and EU are working 

to harmonize capability development processes to avoid unnecessary duplication and to 

stimulate complementarities. As agreed to at the Brussels Summit, “The capabilities 

developed through the defence initiatives of the EU and NATO should remain coherent, 

complementary and interoperable. They should be available to both organisations, 

subject to the sovereign decisions of the countries that own them.” 
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II. g) NATO and Industry – Ready for Novel Challenges 

 

Defence Spending and Capability Development 

The balance and boundaries between governance and management in the delivery of 

common funded capabilities was the subject of a new capability delivery model endorsed 

at the 2018 Brussels Summit by the Heads of State and Government. The purpose of the 

new model is to allow NATO to deliver shared capabilities faster by: 

 raising the level of oversight by Allies to an appropriately strategic level, 

introducing greater separation between governance and management and to 

reduce the number of decisions by consensus; 

 

 reducing committee micromanagement and strengthening management 

accountability, ‘through-life management” and the use of “management by 

exception” and “tolerances”; 

 

 improving management of information and risk, in an effective “trust but verify” 

framework; 

 

 accelerating the delivery of technology intensive projects which will receive 

special focus, to diminish complexity by delivering iterative components as 

services, or by using the “Adopt, Buy, Create” ABC approach; 

 

 hiring a number of skilled and experienced personnel, especially civilians. Allies 

are fully aware of the need to compete in the global “war for talent”. New 

personnel are needed to ensure effective performance and continuity for key 

tasks such as the definition of clear military requirements. 

These elements are expected to contribute to better capability delivery through common 

funding. NATO is an influencer in military capability development. The Alliance is a 

facilitator of the convergence of national sovereign plans, in delivering security, peace 

and stability. However, common funding facilitates a small portion of NATO capabilities, 

their vast majority being developed by Allies nationally or cooperatively. 

At the 2014 Summit in Wales, Allies committed to spending 20% of their defence budget 

on new equipment, to include Research & Development. So far, more than half of Allies 

have reached or surpassed this commitment, and according to their plans, more than 24 

Allies will meet the 20% guideline by 2024. 

NATO & Industry 

The Declaration of the 2012 NATO Chicago Summit was the first to recognize industry 

as an essential element of NATO capability delivery. Allies agreed that “maintaining a 

strong defence industry in Europe and making the fullest possible use of the potential of 

defence industrial cooperation across the Alliance remain an essential condition for 

delivering the capabilities needed for 2020 and beyond.” At the follow on Summits, Allies 

recognized industry, including small- to medium-sized enterprises, as crucial to the 

Alliance’s capability development and innovation. This year in Brussels, Heads of State 

and/or Government deemed NATO’s relationship with industry as crucial to the Alliance’s 



Página 13 de 14 
.  

DOCUMENTO INFORMATIVO PARA AS ENTIDADES DA 

BASE TECNOLÓGICA E INDUSTRIAL DE DEFESA 

innovation, harking back to the Defence Investment Pledge made at the 2014 Summit in 

Wales. 

At the last NATO-Industry Forum in 2016, participants “agreed that NATO should 

leverage industry’s innovative capacity during the earliest phases of capability 

development.” The Framework for NATO Industry Engagement (FNIE), noted by the North 

Atlantic Council in 2013 and formally launched the same year at the first NATO-Industry 

Forum, set the parameters for dialogue and cooperation with industry. The FNIE states 

the importance of communicating NATO’s capability requirements to industry in a clear 

and even-handed manner. A recent NATO Industrial Advisory Group (NIAG) study on 

Trans-Atlantic Defence Technological and Industrial Cooperation (TADIC) recommended 

NATO “to involve industry in a substantive way earlier in the requirement definition phase 

to allow a more pragmatic approach on utilisation of industrial ideas, technology and 

standards that could meet NATO requirements and promote a more effective 

interoperability (and exportability).” While setting the NATO requirements for 

capabilities has been, and should perhaps remain a military function, solid awareness of 

what will be available from industry in the mid to long term seems to increasingly be 

recognised as critical. 

‘Military requirements informed by industry advice’ is a concept gaining traction in NATO, 

as reflected in the development of the follow on capability to AWACS. The Alliance Future 

Surveillance Capability (AFSC) has been a demonstration of industry’s willingness to 

contribute far upstream in NATO capability development. First discussed with industry in 

2014 in the NATO Industrial Advisory Group (NIAG) Study Group 189, more than two 

decades before the alleged retirement of AWACS, AFSC quickly became the symbol of 

modern NATO capability development, commonly funded at this stage, and of the early 

interaction with industry. With the adoption of emerging and disruptive technologies, 

more examples of NATO engaging early with industry are likely to arise. The Alliance 

continues to deem the NATO-Industry relationship as vital to the success, the readiness 

and the interoperability of its forces. NATO seeks to strengthen this relationship, but in 

doing so, relies on the advice and input of industry, to ensure efficient working relations 

towards the ultimate goal of delivering capabilities and harnessing emerging and 

disruptive technologies. 




